OP 36.03

MIDWESTERN STATE UNIVERSITY

Operating Policies &
Procedures Manual

University Operating Policy/Procedure (“OP”)
OP 36.03: Electronic Facilities Access Control

Approval Authority: President
Policy Type: University Operating Policy and Procedure
Policy Owner: Vice President for Enrollment Management and

Student Affairs; Vice President for Administration and
Finance; and Chief Information Officer

Responsible Offices: Clark Student Center; Facilities Services; Information

Technology; Redwine Student Wellness Center; and
Residence Life and Housing

Next Scheduled Review: _ | 12027

Policy Statement

This OP establishes standards and guidelines to be followed for electronic access
control to campus facilities utilizing the campus card at Midwestern State
University ("MSU" or "University™), a component institution of the Texas Tech
University System (“System” or “TTUS”).

Reason for Policy

The purpose of this policy is to provide guidance and responsibilities for the
management and oversight of the electronic facilities access control system at
MSU. This policy exists to ensure that an individual, department, or program
within the scope of this policy is aware of their respective responsibilities for
electronic facilities access control. This policy helps provide a safe and secure
campus environment through the control of electronic facility access permissions.

Universities are targets of theft from both internal and external threats. Access to
MSU buildings and facilities is a privilege, not a right, and implies user
responsibilities and accountability.

Electronic facilities access control is essential for providing access security,
protection, and convenience by limiting the number of physical keys issued for
campus facilities, and, therefore, more efficiently and effectively managing access
to facility locations. The issuance of physical keys to doors with electronic access
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security should be limited to individuals determined essential by an
Administrative Head or Building Owner (refer to MSU OP 36.01: Key
Authorization).

I11. Definitions (specific to this policy)

Building Access Manager (“BAM”): An employee designated by a Building
Owner to have responsibility for authorizing electronic access control schedules
and managing membership of Patron Access Groups for the building using the
Software Platform.

Building Owner: The individual responsible for overseeing electronic access to a
campus building or facility. This individual can be designated by the president,
but is generally an employee who has the primary responsibility for the operation
of the building or largest department occupying a building, such as a vice
president, dean, associate vice president, director, chief of police, etc. department
chairs, assistant directors, coaches, etc. are not considered Building Owners.
Refer to Building & Building Owner Listing in Section VI of MSU OP: 36.01.:
Key Authorization for information on building owners for specific buildings.

Campus Card: The official identification card of Midwestern State University,
issued by the Clark Student Center, and used for current students and employees
to gain access at an Electronic Access Security location based on the unique
permissions granted to the individual through the Software Platform (refer to
MSU OP 52.02: Campus Card).

Electronic Access Security (“EAS”): An electronic or electro-mechanical
locking device in a building or facility that can be controlled (unlocked, locked),
programmed or reprogrammed (users and schedules added, modified, or removed)
through the Software Platform from a site that is remote from the device.

Patron Access Group (“PAG”): A group of individuals (students, faculty, staff,
alumni, contractors, guests, etc.) in the Software Platform granted with permission
to access an EAS location utilizing their Campus Card based on a defined access
schedule in the Software Platform.

Principle of Least Privilege (“POLP”): An information security concept in
which a user is given the minimum level of access — or permissions — needed to
perform their University-authorized responsibilities or approved functions.

Software Administrator: A unique user role with full unrestricted access to the
Software Platform. As a result, this role carries substantial responsibility and
accountability. This role is generally limited to select full-time staff in the Clark
Student Center and Information Technology, as assigned by the Associate Vice
President for Student Affairs and Dean of Students, and Chief Information
Officer, or their designee(s).

Software Platform: The approved sole source Software Platform utilized by
MSU for programming the electronic access control system.
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University Information System of Record (“UISR”): The comprehensive
database of student and employee records and information maintained by MSU.

IV. Procedures and Responsibilities

A. General Guidelines

1. Atno time is it permissible for campus users to do the following. Violators
will be subject to potential disciplinary procedures as set forth in
University operating policies and procedures.

a. Prop a door with electronic access control open unless specifically
authorized or instructed to do so by a Building Owner or BAM.

b. Use another person’s campus card to access a campus facility.

c. Loan one’s campus card to another person in order to provide them
with access to a campus facility.

d. Tamper with or damage EAS devices, hardware, or cabling.

B. Software Platform

1. The Software Platform controls the functions of EAS locations at MSU.
Features include UISR data synchronization through a one-way data feed
occurring each weekday, and single sign-on access authentication for
approved users.

2. User access to the Software Platform shall be designed and implemented
on a PoLP. Software users shall only control and program specific aspects
of the software based on their approved user role.

3. To the extent possible, patron data within the Software Platform shall
populate through the UISR data synchronization process.

4. The use of manual file (e.g. Excel) imports for loading data into the UISR
for migration into the Software Platform, must occur in a format approved
by IT. Manual file imports may be utilized for instances such as creating
initial student patron records for new student orientation sessions, housing
move-in preparation for early arrival athletes or entering students not yet
registered for courses, break housing periods, and setting access flags
within the software for individuals as approved by a Building Owner.

5. Manual coding of individual patron data in the software should be limited
and occur only in instances when an automated data feed from the UISR is
not viable. Such instances must be approved by a Software Administrator.

C. EAS Installation

1. Requests for new or updating existing EAS locations should be submitted
by a Building Owner to Information Technology (“IT”), who will then
usually consult with Facilities Services, review the request, establish a list
of requirements, gather necessary information, and prepare an estimate for
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the installation cost (e.g. including any hardware, setup/programming,
annual license fees, networking, other infrastructure costs, etc.).

2. All new or updated EAS locations are required to interface with the
existing Software Platform.

3. Installation costs, as well as maintenance, repair, or replacement expenses
of existing EAS locations, are the responsibility of the requesting unit or
department in which the EAS is located. Prior to installation or expense
encumbrance, IT or Facilities Services shall communicate the nature of
any estimated costs to the requesting unit or department.

D. Roles and Responsibilities

The electronic facilities access control system at MSU functions in a decentralized
manner, in which the following units or positions have administrative, managerial,
and/or operational responsibilities.

1. Clark Student Center (“CSC”): Responsibilities include operating the Software
Platform for programming electronic access control schedules, managing the
production of campus cards, assigning user access to the Software Platform, and
providing software training for users.

a. Programs user access to the Software Platform based on POLP.

e The CSC Assistant Director, or designee, shall review user access
accounts and user-based permissions for the Software Platform on a
semesterly basis to ensure accuracy of the accounts.

b. Programs EAS schedules (e.g. door lock/unlock hours of operation, special
holiday closures) in accordance with MSU OP 74.01: Building Use Policy —
General University or as directed by a Building Owner or BAM.

e Includes the assignment of access schedules to PAGs for a building as
directed by a Building Owner or BAM.

e Maintains a record of access schedule requests submitted by Building
Owners or BAMs.

c. Provides initial and recurring training to authorized university personnel
(Residence Life and Housing, Redwine Student Wellness Center, University
Police, Central Plant) and BAMs on use of the Software Platform according to
their respective user access permissions.

d. Manages the campus card inventory, production, and distribution process for
students, employees, authorized guests and contractors.

e. The CSC, in consultation with IT, serves as a primary liaison to the contracted
Software Platform vendor for software service and support requests.

2. Facilities Services (“FS”): Manages the maintenance of EAS hardware (door
hardware, locking devices, building door controllers, door power supplies, card
readers, etc.), be it directly or through supervision of an approved vendor.

a. Consults with IT and CSC personnel to ensure the proper functioning of EAS
hardware as controlled by the Software Platform. Coordinates or performs
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necessary repairs consistent with departmental procedures as appropriate for
facility operating continuity.

In the case of a power loss or controller malfunction at an EAS location in a
non-housing facility that results in a locked door that cannot be appropriately
unlocked through the Software Platform or accessed using the Campus Card,
Facilities Services shall enact available interim physical access and safety
measures, as needed for facility operating continuity, and communicate such
measures to the Building Owner in a timely manner.

3. Information Technology (“IT”): Responsibilities include administering the server,
database, software architecture, control hardware, and networking infrastructure
through which the electronic facilities access control system and Software
Platform function, be it directly or through supervision of an approved vendor.

a.

Manages UISR data feeds and advanced script imports into the Software
Platform, manual file imports into the UISR, and the single-sign integration
for user access into the Software Platform.

Provides maintenance and support updates to the server, Software Platform,
data architecture, and control hardware.

Manages network connectivity to EAS locations.

Consults with Facilities Services and CSC personnel to ensure the proper
functioning of EAS hardware as controlled by the Software Platform.
Coordinates or performs necessary repairs consistent with departmental
procedures for facility operating continuity.

Receives and responds to campus requests for the installation of new or
updated EAS locations.

Fully controls access to the University data center, including managing the
data center PAG membership.

e A review of the data center PAG membership shall occur at least monthly
by an IT Software Administrator.

e Only IT Software Administrators are permitted to edit the data center PAG
and access control schedule.

IT, in consultation with the CSC, serves as a primary liaison to the contracted
software vendor for server and software maintenance and support requests.

IT personnel shall check for patches and related updates to the Software
Platform and server on a semi-annual basis. Regular (no cost) patches/updates
shall be implemented when available. Should a major Software Platform
adjustment be necessary or recommended, the information and corresponding
recommendation should be communicated to the Policy Owners for review
and planning by the Chief Information Officer.

4. Redwine Student Wellness Center: Manage electronic access to the Wellness
Center, including guest membership card permissions.
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a. Creates and updates guest patron membership information in the Software
Platform, including the start and expiration date for guests to have their card-
based access to the gym.

e Guest patrons receive their campus card from the Clark Student Center
Information Desk after their patron membership has been created.

b. Creates and updates access schedules for the Wellness Center, including
holidays, breaks, and intersession periods.

c. Reports any EAS problems occurring in the facility to Facilities Services, IT
and the CSC.

d. The Executive Director of Student Wellness is authorized to contact the
Software Platform vendor for support when a support request cannot be
addressed by CSC, FS, or IT personnel.

5. Residence Life and Housing (“RLH”): Manages electronic access to MSU
housing facilities for students residing on campus, RLH staff, and residential
guests.

a. Works with IT to provide up-to-date housing roster information into the UISR
for import into the Software Platform in a timely manner.

e A data feed from the housing software into the UISR shall be completed
each weekday to include student housing status and building/room
assignment, which subsequently feeds into the Software Platform for
access control. RLH is responsible for confirming the functioning and
accuracy of the data feed from the housing software with IT at the onset of
each semester for housing opening.

e Utilizes manual file imports of data into the UISR for extenuating
circumstances when electronic access to residential housing facilities
cannot be effectively accomplished through the housing data feed into the
UISR. Such instances include break housing, summer guest housing, and
situations when a student is residing on campus, but is not yet coded in the
UISR as an active enrolled student.

b. Reviews the access control schedules for EAS locations in residential housing
facilities at the onset of each fall and spring semester, and communicates any
changes needed to the CSC Assistant Director.

c. Unless approved by the Director of RLH, exterior entrances to housing
facilities shall remain locked at all times, with the exception of the Market
Street Learning Commons at Legacy Hall, and RLH Administrative Office in
Sunwatcher Village.

e In special situations when an exterior entrance to a housing facility should
be unlocked, the Director of RLH will communicate the unlock schedule
to the CSC Assistant Director and Chief of Police at least two business
days in advance.

d. Reviews the membership of all RLH PAGs establishing access to residential
housing facilities and makes appropriate membership edits, on a semesterly
basis, or more often as appropriate for RLH operations.

Electronic Facilities Access Control Page 6 of 10



OP 36.03
e. Manages the issuance of guest access cards (e.g. summer camps, early
arrivals, temporary overnight guests, etc.). Conducts an inventory of guest
access cards at least annually. Communicates any needs for new or re-printed
guest access cards to the CSC Assistant Director.

f. Manages urgent changes to patron access permissions for residential housing
facilities occurring outside of normal business hours.

g. The RLH on-call staff member should be contacted if electronic door access
problems occur in residential housing facilities on evenings, weekends,
holidays, and other periods outside of normal business hours.

e Ifan EAS location is unable to be restored and will result in a security
risk, the on-call RLH staff member shall notify Facilities Services and
University Police.

e In the case of a power loss or controller malfunction to an EAS location in
a residential housing facility, which results in a locked door that cannot be
otherwise accessed using the Campus Card, the Director of Residence Life
and Housing (or designee) shall enact available interim physical access
and safety measures for resident access to their respective housing facility
until the power is restored. An example interim measure could be to prop
the door in question with a safety monitor placed at the location.

6. Building Access Managers: Manage the membership of PAGs for electronic
access to their building and communicates access schedule information for EAS
locations within their building to the CSC.

a. Adds and removes patrons from building-affiliated PAGs using the Software
Platform.

b. Reviews building-affiliated PAG membership on a semesterly basis, at
minimum, as appropriate for the building’s operations.

c. Communicates access schedule requests for EAS locations within their
building to the CSC.

d. Reviews building access schedules for their respective building on a
semesterly basis, at minimum, as appropriate for the building’s programs and
operations.

e. BAMs should regularly inspect EAS locations in their building to ensure
proper system functioning and that building users are not bypassing the access
control system (e.g. propping doors, entry tailgating, etc.). Should an EAS
location be malfunctioning, it must be promptly reported to Facilities
Services, IT, and the CSC for investigation.

f. Building Owners and BAMs shall submit Software Platform access request
forms to the CSC for new software users or user changes.

7. University Police Department (“UPD”): Respond to facilities access situations
outside of normal business hours when FS, IT, and CSC personnel are not
available.

a. UPD should be contacted at 940-397-4239 if electronic access issues occur in
academic or general buildings, (e.g. non-residential housing facilities) on
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evenings, weekends, holidays, or other periods outside of normal business
hours.

e UPD shall enact available interim measures to secure a malfunctioning
EAS location, and notify FS, IT, and the CSC the next business day of the
issue and any interim action taken. If UPD is unable to secure a building,
Facilities Services will be contacted for assistance and UPD shall monitor
the location until business hours resume or the location is secured.

e Should a patron fail to gain entry to an authorized EAS location due to a
lost, damaged, or inactive campus card, they should be referred to the CSC
for resolution during normal business hours.

e [f apatron is a housing resident who is unable to access their assigned
residence hall or apartment, they should be referred to the RLH office
during normal business hours, or referred to the Legacy Hall Commons
Service Desk for after-hours assistance.

b. Monitors membership of police-affiliated PAGs on a semesterly basis and
reports any changed needed to the CSC Assistant Director.

8. Office of the Registrar and Office of Human Resources: Update student and
employee records in the UISR.

a. Data updates to student or employee records, which will likely result in a
change to the individual’s electronic facilities access permissions, should be
processed in a timely manner, in order to be picked up by the next automated
data feed from the UISR into the Software Platform.

e Should a change in a student’s or employee’s status require immediate
modification of the individual’s electronic access permissions, the Office
of the Registrar or Office of Human Resources shall promptly notify
University Police and the CSC. Residence Life and Housing should also
be notified if the individual is a student.

E. Holidays and Break Periods

1. During holidays when the University is closed, all EAS exterior locations shall be
locked. Any exception requests, including the proposed unlock schedule and
related EAS locations for a building, shall be submitted by a Building Owner or
BAM to the CSC Assistant Director, in writing, at least two business days in
advance of the holiday start.

2. During break and intersession periods, all EAS exterior door locations for
academic and general facilities shall be unlocked to correspond with University
business hours. Any exception requests, including the proposed access schedule
and related EAS locations for a building, shall be submitted by a Building Owner
or BAM to the CSC Assistant Director, in writing, at least two business days in
advance.

F. Software Platform Training

Formal Software Platform training is essential for employees with responsibility for
managing and supporting electronic facilities access control.
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1. Initial User Training: The Assistant Director of the CSC shall provide and
document initial training for new Software Platform users.

2. Ongoing User Training: The Assistant Director of the CSC shall provide and
document ongoing training for existing Software Platform users. Ongoing training
shall be offered on an annual basis.

3. Software Administrator Training: Employees designated as software
administrators shall receive initial Software Platform training from an existing
software administrator. Following demonstration of general proficiency, a
combination of eLearning and/or vendor-led training will be utilized for advanced
administrative functions. The Associate Vice President for Student Affairs &
Dean of Students, Chief Information Officer, or their designee, shall be
responsible for arranging vendor-led training for software administrators, pending
budget availability, in a timely manner.

G. Campus Card

The responsibilities of students and employees for use of their campus card, including
protocols for obtaining a campus card, card replacement, and card reporting are
governed in OP 52.02 (Campus Card).

V. Related Statutes, Rules, Policies, Forms, and Websites

Related MSU Policies:

MSU OP 36.01: Key Authorization

MSU OP 52.02: Campus Card

MSU OP 74.01: Building Use Policy — General University

Related MSU Handbooks:

Student Handbook — Part |, Section 5: Code of Student Conduct: The Rules; Part I,
Student Identification

Residence Life and Housing Handbook — Building Access Policy

VI. Responsible Offices

Clark Student Center
Phone: 940-397-4224
E-mail: csc@msutexas.edu

Facilities Services
Phone: 940-397-4228
E-mail: aavpfs@msutexas.edu

Information Technology
Phone: 940-397-4278
E-mail: helpdesk@msutexas.edu

Redwine Student Wellness Center
Phone: 940-397-4466
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E-mail: angie.reay@msutexas.edu

Residence Life and Housing
Phone: 940-397-4217
E-mail: housing@msutexas.edu

Revision History

__|__[2025: Adopted and approved by Dr. Stacia Haynie, MSU President, as
University Policy and Procedure OP 36.03: Electronic Facilities
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